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THE SAFE

WMAT Safeguarding Team
TEXT TALK:
Flex: the new way to say
"show off." An easy way
to remember this one is
to picture someone
flexing their muscles.
Your teen might say: “She
is trying to flex all over
finsta today since she
received another college
acceptance letter.”

Welcome to the Safe
This issue we are focusing on Keeping children and young people safe
online during COVID-19.
This publication aims to provide all practitioners and stakeholders with upto-date information in order to keep our children safe. If there are any
topics you would like us to cover in future editions, please email your ideas
to dsl@weydonschool.surrey.sch.uk
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COVID-19: KEEP
CHILDREN SAFE
ONLINE

DRUG FOCUS:
MDMA/ECSTASY

DIGITAL FOCUS:
OMEGLE

Aka: ‘Mandy’, ‘Molly’, ‘X’,
‘E’

The anonymous chat
site that encourages you
to talk to strangers

Guidance and support
for parents and carers
to keep children safe
online

A Guide from FRANK

Fr: is a shortened “for
real”, which can mean a
multitude of things from
emphasising that what
you’re saying is true, to
questioning the accuracy
of someone’s story. This
one is, of course, limited
to text conversations.
Unless you’re feeling
brave and would like to
attempt pronouncing this
out loud.
Ok, boomer: When
dismissing someone older
(most commonly from
the Baby Boomer
generation), millennials
and Gen Z-ers have taken
to throwing out an “ok,
boomer”. For example, if
an older individual
corners you to say,
“When I was your age, we
read books and went
outside instead of staring
at screens for hours on
end.” your response
might be “Ok, boomer”. A
somewhat sassy, yet
overall good-natured way
to respond to respond to
jibes from older folk.
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FIND INFORMATION AND SUPPORT IN YOUR COMMUNITY
There are thousands of organisations and services in Surrey that can help children and families in your
community. To help you find what you need, the Family Information Service (FIS) offers an online
directory with a comprehensive collection of services, including events and activities. You can also
access information and guidance about how to stay healthy and safe, financial support, learning and
development and lots more by visiting surreycc.gov.uk/fis.
If you prefer, the FIS is also easy to contact in the following
ways:
‣Complete an online enquiry form
‣Phone 0300 200 1004
‣Email surrey.fis@surreycc.gov.uk

Child and Adolescent Mental Health Services (CAMHS)
CAMHS in Surrey promotes emotional wellbeing and
delivers preventative mental health services and
treatment to children with mental health problems.
CAMHS is a partnership between Surrey County Council,
Surrey and Borders Partnership NHS Foundation Trust and
voluntary organisations. It supports teachers, youth
workers and people working with children by offering
them advice and training on how to spot mental health
difficulties.
CAMHS also offers advice to children, parents, and carers on what can be done by way of early
interventions to prevent emotional difficulties developing as well as providing assessments and
therapeutic interventions when children are experiencing mental problems.
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gov.uk guidance, Published 14 April 2020

CORONAVIRUS (COVID-19): SUPPORT FOR PARENTS AND
CARERS TO KEEP CHILDREN SAFE ONLINE
Contents
•
Keep your child safe online
•
What harms might my child experience online?
•
Child sexual abuse
•
Radicalising content
•
‘Sexting’ (youth-produced sexual imagery)
•
Cyberbullying
•
Age-inappropriate content and parental controls
•
Suicide content
•
Support for children
Whilst there are huge benefits to being online in order to stay connected to family and friends
during this period, the government recognises many parents may feel concerned about the
activities and content their children are accessing. This guidance outlines resources to help keep
children safe from different risks online and where to go to receive support and advice.

KEEP YOUR CHILD SAFE ONLINE
It is important to have regular conversations about staying safe online and to encourage children
to speak to you if they come across something worrying online.
These resources provide guidance for parents and carers to keep children safe online. They will,
amongst other things, support you to talk to your child about a range of online safety issues, set up
home filtering in a child-friendly way and set up age-appropriate parental controls on digital
devices:
Thinkuknow by National Crime Agency-CEOP (Child Exploitation and Online Protection)
provides resources for parents and carers and children of all ages to help keep children safe
online
Childnet has developed guidance for parents and carers to begin a conversation about
online safety, as well as guidance on keeping under-fives safe online
Parent Info is a collaboration between Parent Zone and NCA-CEOP, providing support and
guidance for parents and carers related to the digital world from leading experts and
organisations
NSPCC has guidance for parents and carers to help keep children safe online
UK Safer Internet Centre provides tips and advice for parents and carers to keep children safe
online - you can also report any harmful content found online through the UK Safer Internet
Centre

WHAT HARMS MIGHT MY CHILD EXPERIENCE ONLINE?
You may have concerns about specific harms which children can experience online. There are
more resources to help you understand and protect your child from different harms online,
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including:
child sexual abuse – a definition
exposure to radicalising content
youth-produced sexual imagery (‘sexting’)
cyberbullying
exposure to age-inappropriate content, such as pornography
exposure to harmful content, such as suicide content

CHILD SEXUAL ABUSE
If you are concerned call 999 or report it to the National Crime Agency-CEOP.
If your child has been a victim of child sexual abuse – online or offline – and you believe they are in
immediate danger, you should call 999 and ask for the police. The police will continue to respond
to emergency calls.
If you are concerned that your child has been a victim of online sexual abuse or you are worried
about the way someone has been communicating with your child online, you can report it to
National Crime Agency-CEOP (Child Exploitation and Online Protection).
These resources provide information and support for parents and carers on what to do if you’re
worried about child sexual abuse:
you can contact the NSPCC helpline (0808 800 5000) for support and advice if you have
concerns about your own or another child’s safety. The Together, we can tackle child abuse
campaign also provides information on the signs of child abuse and neglect
Thinkuknow by National Crime Agency-CEOP has developed activities to support your child’s
safe use of the internet and the Lucy Faithfull Foundation’s Parents Protect website also
provides advice on how to help protect children from child sexual abuse
if you see sexual images or videos of someone under 18 online, report it anonymously to the
Internet Watch Foundation who can work to remove them from the web and help to identify
victims and survivors
you can contact Stop It Now! for information and advice if you have concerns about
someone’s behaviour, including children who may be displaying concerning sexual
behaviour
you can contact The Marie Collins Foundation help@mariecollinsfoundation.org.uk for
support, including advice and individual counselling, for your child if they have been
subjected to online sexual abuse - support is also offered to parents and carers

RADICALISING CONTENT
If you are concerned that any family member, friend or loved one is being radicalised, you can call
the police or 101 to get advice or make a Prevent referral, so that they can get safeguarding
support. Support is tailored to the individual’s needs and works in a similar way to safeguarding
processes designed to protect people from gangs, drug abuse and physical and sexual
exploitation. Receiving support through Prevent is voluntary, confidential and not any form of
criminal sanction. If you need further help, you can also contact your local authority safeguarding
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team.
Educate Against Hate Parents’ Hub provides resources and government advice for parents and
carers on keeping young people safe from extremism, including online.
Let’s Talk About It provides support for parents and carers to keep children safe from online
radicalisation.
Any member of the public can report terrorist content they find online through the GOV.UK
referral tool. More information about what to report and what happens when you make a report
can be found on the Action Counters Terrorism campaign.

‘SEXTING’ (YOUTH-PRODUCED SEXUAL IMAGERY)
If you are worried about your child sending nude images or videos (sometimes referred to as
‘youth-produced sexual imagery’ or sexting), NSPCC provides advice to help you understand the
risks and support your child.
If your child has shared nude images, Thinkuknow by National Crime Agency-CEOP provides
advice on talking to your child and where to get help.

CYBERBULLYING
If you are concerned about cyberbullying, you can find government advice and information about
how you can protect your child and tackle it if it happens.
Age-inappropriate content and parental controls
If you have downloaded new apps or bought new technology to help stay connected at this time,
remember to review and adjust privacy and safety settings if you or your child is signing up to a
new online service.
Internet Matters has provided step-by-step guides on how to set up parental controls so that you
can control what content your child can access online.
The UK Safer Internet Centre has developed guidance on how to switch on family-friendly filters to
prevent age-inappropriate content being accessed on devices in your home.
The NSPCC provides more information for parents or carers with concerns about their child
seeking inappropriate or explicit content online.

SUICIDE CONTENT
If you are worried about your child’s mental health, the government has published guidance for
parents and carers on supporting children and young people’s mental health and wellbeing
during the coronavirus (COVID-19) outbreak.
If you are worried that someone you know is suicidal, including your child, Samaritans provides
advice on how you can support others.

SUPPORT FOR CHILDREN
If your child is worried or needs support, they can receive advice and support from Childline (0800
1111) or download the ‘For Me’ app.
If you need help to support your child’s mental wellbeing, this list of online education resources for
home education includes mental wellbeing resources which provide guidance on how to support
the wellbeing of children and young people.
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HOW TO SET UP SCREEN TIME FOR YOUR CHILD
Apple's Screen Time makes it simple to limit your kids' time on their devices.
Here's how to set it up!
iMore, BRYAN M WOLFE, 5 Feb 2020 https://www.imore.com/how-set-screen-time-your-child

HOW TO SET UP SCREEN TIME FOR YOUR CHILD DIRECTLY ON A DEVICE
Though Family Sharing is a great tool, it isn't for everyone. If you'd prefer not to give your child
their own Apple ID just yet and would instead like to set up Screen Time directly on the device
your child will use, you can absolutely do that as well. Here's how.
Launch Settings.
Tap Screen Time. You'll see a list of insights that Screen Time provides.
Tap Continue.

Source: iMore

Tap This is My Child's iPhone/iPad to set up Screen Time on this device for a child. You can
then set a Downtime (i.e. a chunk of time — say, nighttime — when you don't want them using
their device).
Tap Start
Select a start time.
Tap Start again. Do the same for the End time.
Tap Set Downtime to save your settings.
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Source: iMore

Set your child's App Limits (the amount of time per day that you want your kiddo to spend on
certain categories of apps). For instance, if you only want them to spend 30 minutes per day
playing games, then tap Games to select that category. Then scroll down to the bottom to
where it says Time Amount, enter 30 minutes, then tap Set App Limit. You can set limits on as
many individual app categories as you like, or you can set an umbrella time for all apps.

Source: iMore
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Tap Continue after reviewing Content & Privacy controls.
Create a four-digit Parent Passcode using the numerical keyboard. Your child's device will
require this passcode in order to allow for more time or to change any Screen Time settings.
Re-enter the passcode.

Source: iMore

That's it! The Screen Time settings on your child's device are now in place. If you ever want to
make any changes, all you'll need to do is launch Screen Time using the first two steps in the
tutorial above and then enter your Parent Passcode.

HOW TO SET COMMUNICATION LIMITS FOR YOUR CHILD
Beginning with iOS 13 and iPadOS 13, Screen Time includes the ability to create communication
limits. These limits, which you can set for yourself and your children, apply to Phone, FaceTime,
Messages, and iCloud contacts.
Launch the Settings app on your mobile device.
Tap Screen Time.
Under Family, tap your child's name.
Select Communication Limits.
Enter your Screen time password, if applicable.
Tap During Allowed Screen Time
On the next screen, you can decide Allowed Communication is Everyone or Contacts Only.
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Source: iMore
Source: iMore

Tap the Allow Introductions in Groups toggle if you want to allow people to be added to
group conversations when someone is already a contact or family member.

Source: iMore

Tap the Back button at the top left.
Select During Downtime to limit who your child can communicate with during downtime or
after app limits have expired.
On the next screen, you can decide Allowed Communication is Everyone or Contacts Only.
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Source: iMore

Tap the Back button at the top left.
From the Communications Limits screen, tap the Manage (Your Child's Name) Contacts
toggle if you'd like to manage their iCloud contacts remotely.
Toggle Allow Contact Editing if you'd like to turn contact editing on/off for your child.

Source: iMore
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MDMA/ECSTASY
A guide by FRANK (https://www.talktofrank.com/drug/ecstasy)
A popular drug that’s sold in pills (ecstasy) or as a powder (MDMA)
Also Called:
Dizzle, Xtc, Superman, Rolexs, Pink Superman, Pills, Mitsubishis, Mandy, E, Dolphins,
Crystal, Cowies, Brownies, Molly, Beans, MD, X

HOW IT LOOKS, TASTES AND SMELLS
What does it look like?
Ecstasy comes in pill or powder form. When it’s a powder it’s called by its chemical name, MDMA,
but it’s the same drug as ecstasy.
Ecstasy pills can be white, coloured, round, square or pressed into any shape. Some pills have
designs stamped into them, like well known company logos that the pills are then named after.
Ecstasy powder looks like white/grey crystals and is called MDMA, mandy or MD.

What does it taste/smell like?
Ecstasy pills are usually swallowed and MDMA is usually rubbed (dabbed) into the user’s gums.
They both taste bitter and unpleasant.

How do people take it?
Ecstasy pills
Ecstasy pills are usually swallowed, although some people crush them up and snort them. The
amount of MDMA in ecstasy pills varies massively. Some pills sold as ecstasy actually contain other,
more dangerous, drugs that take longer to kick in.
Drinking too much (including water) can be dangerous, no more than a pint of water or nonalcoholic drink every hour.
MDMA powder
People usually take MDMA powder by dabbing it
onto their gums or by swallowing it wrapped in a
cigarette paper, which is sometimes called
Signs of use:
‘bombing’.
• Dilated pupils
• Mood changes
Like with pills, drinking too much (including
• High and long-lasting energy levels
water) can also be dangerous, no more than a
• Changes in sleep habits
pint of water or non-alcoholic drink every hour.
• Teeth clenching
HOW IT FEELS
• Muscle tensing
• Chills or sweats
How does it make you feel?
• Confusion
Most people feel:
• Sensitive emotions
very happy – hence the name
• High levels of euphoria
11
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‘loved up’ – users often feel love and affection for the people they're with and the strangers
around them
energised and alert
Ecstasy can also make people feel more in tune with their surroundings and like the music is more
intense, which is why people sometimes take it in nightclubs and at parties.
Some users have reported feelings of:
anxiety
panic attacks
confused episodes
paranoia and even psychosis after taking ecstasy

How does it make people behave?
Lots of people feel very chatty and uninhibited on ecstasy, which makes them open up and talk
about things they might not do normally.
Physical side effects can include:
dilated pupils
tingling sensations
tightening or moving of the jaw muscles
(gurning)
raised body temperature
a faster heartbeat and nausea

DURATION
How long the effects last and the drug stays in
your system depends on how much you’ve
taken, your size, whether you’ve eaten and what
other drugs you may have also taken.

To kick in
When taken orally, ecstasy normally takes 30 minutes to kick in, but it could take as little as 20
minutes, or it may take over an hour or more. Some other (more dangerous) drugs sold as ecstasy
take longer to kick in.

How long it lasts
Users tend to feel high for 2 to 4 hours. You might still experience some physical effects, like a fast
heart beat or insomnia (not being able to sleep), for a few hours after you stop feeling high –
especially if you take a lot.

After effects
Some people find that ecstasy makes them feel down and low in mood the next day, known as a
‘comedown’. This can last for several days.
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How long will it be detectable?
Ecstasy can normally be detected in a urine test between 1 to 4 days after taking it.

THE RISKS
Physical health risks
Strength of ecstasy pills are unpredictable
Use of ecstasy has been linked to liver, kidney and heart problems.
Some users report getting colds and sore throats more often when they take ecstasy.
Anyone with a heart condition, blood pressure problems, epilepsy or asthma can have a very
dangerous reaction to the drug.
Ecstasy affects the body's temperature control. Dancing for long periods in a hot atmosphere,
like a club, increases the chances of overheating and dehydration.
Drinking too much (including water) can also be dangerous. This is because ecstasy can
cause the body to release a hormone which stops it making urine. If you drink too quickly you
might affect your body's salt balance, which can be as deadly as not drinking enough water.

Mental health risks

The comedown:
• Anxiety
• Confusion
• Insomnia
• Poor memory
• Fatigue
• Difficulty concentrating
• Depression

Evidence suggests that long-term users can
suffer from memory problems and may
develop depression and anxiety.

What is ecstasy cut with?
There’s no way of knowing what’s inside your
ecstasy pill or MDMA powder until you've
taken it. Even testing kits may not find
everything.

You may be at risk from other drugs and ingredients added to the pill or powder, as well as to the
ecstasy itself.
Ecstasy pills are sometimes cut with amphetamines (like speed), caffeine and other substances that
have some similar effects but are cheaper to produce. Some pills are cut with stimulants that are
slower to kick in than MDMA, and so users have taken more of the pill (or pills) and then
overdosed. Always start by taking a half or a quarter of a pill first – you may find that is enough.
MDMA powder can also be cut with other ingredients.

MIXING
Is it dangerous to mix with other drugs?
Yes, any time you mix drugs together you take on new risks. Things that affect your risk include the
type of drug, the strength and how much you take.
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ADDICTION
Can you get addicted?
It's possible to build up tolerance to ecstasy, which means people need to take more of the drug
to get the same buzz.
You may also develop a psychological dependence, which is a strong desire to keep on using even
if you think your use is having harmful consequences.

THE LAW
Class: A
This is a Class A drug, which means it's illegal to have for yourself, give away or sell.
Possession can get you up to 7 years in prison, an unlimited fine or both.
Supplying someone else, even your friends, can get you life in prison, an unlimited fine or
both.
Like drink-driving, driving when high is dangerous and illegal. If you’re caught driving under the
influence, you may receive a heavy fine, driving ban, or prison sentence.
If the police catch people supplying illegal drugs in a home, club, bar or hostel, they can
potentially prosecute the landlord, club owner or any other person concerned in the management
of the premises.

WORRIED ABOUT ECSTASY USE?
Call FRANK on 0300 1236600 for friendly, confidential advice.
This article has been adapted from the Frank website, if you would like to read the full article
please visit it here: https://www.talktofrank.com/drug/ecstasy
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Omegle is a website that pairs random strangers for live text or video chats. It first launched in 2009
and its slogan is “Talk to strangers!” There is an option for adult (18+) content and a section for
people aged 13+ with parental permission. Anyone can use the site. Users simply go to Omegle.com
and then choose ‘Text’ or ‘Video’ chat and the page states how many users are currently online.
Depending on the time of day this can be hundreds of thousands. Omegle markets itself as a great
way to meet new friends however has been known to feature pornography and inappropriate
content within chats, so it’s important parents are aware of the risks associated with the site.

AG

At National Online Safety we believe in empowering parents, carers and trusted adults with the information they need to hold an informed conversation about online safety with their children, should they
feel it is needed. This guide focuses on one platform of many which we believe trusted adults should be aware of. Please visit www.nationalonlinesafety.com for further guides, hints and tips for adults.

If under 18, supervision
of a parent or legal
guardian required.

OMEGLE

NO AGE VERIFICATION MEASURES

RISK OF CYBERBULLYING

UNMODERATED CHAT

Omegle is completely free to use and allows
users to communicate with others without the
need to register, supply an email address or
create a profile. This means users can remain
anonymous and it’s hard to trust who your
children are talking to. Furthermore, there are
no age verification measures and other than
agreeing to the terms and conditions, your
child can easily start online engagement with
strangers and potentially access more adult
themed content.

The anonymity of Omegle can increase
the risk of cyberbullying on the site.
Engaging in chat with strangers means
that topics of conversation can lead
almost anywhere including discussions
about looks, body image or the sharing of
other personal information. With the
availability of video chat as well, this could
lead to children being coerced or forced
into carrying out activities online which
could then be used against them.

Omegle encourages video chat as much as it can, prompting users
during their text chat to activate their web cam. Whilst text chat
has a degree of moderation, the content in Omegle’s video chat
rooms is not moderated by administrators and, at any time of the
day, there can be thousands of users online.
This means that your child could easily come across illegal,
unacceptable or inappropriate images or media. Omegle currently
offers no function for reporting online abuse or inappropriate
behaviour on its site and instead only offers advice to ‘please be
careful’. It also advises to ‘Use Omegle at your own peril.
Disconnect if anyone makes you feel uncomfortable.’

PRIVACY RISK VIA FACEBOOK

RISK OF EXPLOITATION

ADULT THEMED CONTENT

Omegle can be linked to a user’s Facebook account to
match their interests and likes with other users. This
means that Omegle can access your child’s basic
Facebook information, and Facebook friends may
potentially view Omegle activity. In addition, users can
save the chat log and share the link without the other
user’s knowledge. It is not uncommon then for users to
request being added to Snapchat, Instagram or
WhatsApp for further interaction, moving the
conversation into a more personal setting.

Omegle chat picks another user at random
and there is very little way of verifying who
your child may be chatting to. This can lead
to a number of risks including catfishing
(users pretending to be of similar age),
identity theft (users eliciting information to
commit fraud) and sexual/psychological
grooming (users coercing others to act in a
way or do something they wouldn’t
normally do).

Unfortunately, Omegle is infamous for its
pornographic content and it is not uncommon for
users to expose themselves or engage in sexual acts. If
a user selects video chat, then the other user’s
webcam will automatically be switched on before the
action to ‘end chat’ can be selected. There is also no
‘preview’ in smaller thumbnail windows. As video
chat is so easy to access, it means that unintentionally
viewing more mature, inappropriate or even illegal
images can’t always be avoided.

DISCUSS RISKS WITH
YOUR CHILD

PROTECT PERSONAL
INFORMATION

It is important to speak to your child about the
dangers of Omegle. Guiding and educating young
children is far more useful than ignoring the
possibility of Omegle being accessed. Explain to
your child that Omegle is not completely
anonymous and that other users will and do use
Omegle to exploit others. Try to emphasise the risk
of speaking to strangers and that engaging online
is no different to engaging offline.

Omegle does not provide advice about how to protect your
personal information so it’s important that children are aware of
what they should and shouldn’t share online and with whom. If
they use Omegle, always advise against sharing any personal
information such as their real name, age, phone number, address
or any other personal identifiable information. This also includes
details of their social media accounts or gaming ID’s. You should
also adjust your child’s Facebook settings to control what
information is shared with Omegle.

DISCOURAGE VIDEO CHAT

TRY OMEGLE YOURSELF

USE PARENTAL CONTROLS

Try to discourage your child from using video chat on
Omegle. Not only is there no filters or moderation in place,
but children may be coerced into sharing intimate images
or videos of themselves, which is illegal if they are under 18
and may be used against them. Omegle text chat has a
degree of moderation controlled by Omegle through
software and several actual moderators. The software
moderates, identifies and prevents certain words and
sequences of words to try and prevent bullying and
grooming however is still not a 100% failsafe.

It’s always an excellent idea to get a
feel for the website or app your child
is using so that you can see and
understand the issues and risks for
yourself. More importantly, it will
also provide you with first-hand
experience of the risks and dangers
if/when you decide to speak to your
child about Omegle and what they
need to be aware of.

Omegle is a website chat service. Children can only access
the text chat on their phone and would need access to a
PC or laptop to engage in video chat. If you have genuine
concerns over Omegle and don’t wish your child to access
the site, you can add www.omegle.com to the list of
banned websites and URL’s. However, it’s important to
remember that Omegle can still be used via a web browser
on an iPad, tablet, smart TV or gaming device and similar
controls would need to be implemented on each of these
devices separately.

REPORT CONCERNS
If your child comes across
any inappropriate content or
something which upsets
them on Omegle, then it’s
important that they are able
to discuss it with you and
that you provide them with
the support they need. If you
think the content is illegal,
then it must be reported to
the police.

Meet our expert
Jonathan Taylor is an online safety expert and former
Covert Internet Investigator for the Metropolitan
Police. He is a specialist in online grooming and
exploitation and has worked extensively with both
UK and international schools in delivering training
and guidance around the latest online dangers, social
media apps and platforms.
SOURCE: http://www.omegle.com

Users of this guide do so at their own discretion. No liability is entered into. Current as of the date of release: 11.03.2020
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WMAT SAFEGUARDING TEAM
Weydon School If you are concerned about any child please contact us on: 01252 725 052
Mrs Samantha Howard
Assistant Principal and DSL
Mrs Amy Lee
Deputy DSL

Farnham Heath End School If you are concerned about any child please contact us on: 01252 733 371
Mr Daniel Conquer
Assistant Principal and Lead DSL
Mrs Debbie Deans
Assistant Year 11 Leader and Safeguard Lead

Woolmer Hill School If you are concerned about any child please contact us on: 01428 654 055
Mr Peter Barraud
Deputy Headteacher and DSL
Mr Chris Steels
Attendance/Progress Intervention Lead and Deputy DSL

The Ridgeway School If you are concerned about any child please contact us on: 01252 724 562
Mrs Debra Ward
Deputy Headteacher and DSL
Mr Darryl Morgan
Headteacher and Deputy DSL

The Abbey School If you are concerned about any child please contact us on: 01252 725 059
Miss Rachel Barkess
Assistant Headteacher and DSL
Mr David Jackson
Headteacher and Deputy DSL

16

